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Introduction

Edge computing is evolving from limited use in a few industries to the
next generation of decentralized infrastructure supporting digital
transformation and latency-sensitive workloads that require powerful and
localized computation. Despite its critical nature, maintaining a cohesive
strategy and resilient security posture can be a challenge for large
enterprises expanding their infrastructure footprint beyond the secure
environment of a datacenter.

The State of Edge Security Report provides a benchmark for current
edge deployments in terms of the scale of projects, investments, use
cases and endpoints, as well as possible efficiencies from scaling edge
initiatives effectively and security challenges from this immense and
expanding attack surface area. The report addresses the top security
threats facing the edge with comprehensive insights into the edge
security stack required to support edge projects and the need to develop
an edge ecosystem.

Key findings
- Edge deployments are increasing in scale across investments, projects,
use cases, endpoints and types of endpoints.

— Security is the top challenge cited by enterprises with edge
deployments.

- Risks to edge systems such as cyberattacks and from edge systems
due to vulnerabilities and misconfigurations are on the rise.

- Enterprises effectively scaling edge deployments can attain
efficiencies and massive cost savings as rollouts span hundreds of
edge servers and thousands of loT devices. However, scaling also
expands the attack surface for cyber criminals.

- Enterprises value a comprehensive stack of edge security capabilities
across supply chain, network, data, physical device and endpoints.

- Forming an edge ecosystem of trusted partners and software vendors
is necessary for ensuring operational resiliency and long-term project
success.
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Edge deployments are
expanding and maturing
quickly

The edge is a strategic growth pillar for enterprises to generate new
revenue and reduce costs. More than two-thirds (68%) of companies
surveyed plan to increase their edge investments by “some” or
“significant” amounts in the next two years. These investment dollars
are funding growth for existing and new edge projects, use cases and
endpoints.

Figure 1: Steady growth across the edge
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Q. How will your edge deployments develop over the next two years?
Base: All respondents (n=302).
Source: S&P Global Market Intelligence and Red Hat edge security report.
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Edge projects enable innovative use

cases and diverse endpoints that use this
increasingly decentralized infrastructure.
These use cases range from externally facing
applications that could generate revenue

to internally focused cost-saving ones. For
example, customer experience optimization
and supply chain management/logistics are
top-three externally facing edge computing
use cases, according to 46% and 35% of
survey respondents, respectively. Top
internally facing use cases include private
wireless 4G/5G network software enablement
(cited by 20% of respondents) and industrial
process management/automation (20%,.

Observations

Funding this growth requires senior leadership
buy-in to generate the necessary financial
backing, alignment across stakeholders

and strategy behind edge-enabled digital
transformation strategies. While there may be
friction from competing priorities, enterprises
shouldn’t limit coordination and participation

to a few specific roles because the edge

can benefit a variety of personas. Survey
respondents cite a broad swath of the C-suite
as the key stakeholders of their edge computing
strategy, including chief digital transformation
officer (14%), chief information officer (14%),
CEO (13%), chief procurement officer (13%), chief
digital officer (12%), chief information security
officer (12%), COO (11%) and chief technology
officer (11%).
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Security is the top edge
deployment challenge

Our research further supports the notion that there is a paradoxin

edge security; it is deemed a massive technical challenge and threat

for enterprises but also an opportunity. The attack surface area is
unquestionably expanding; according to 451 Research’s Voice of the
Enterprise: Edge Infrastructure & Services, Use Cases 2022, within two
years, nearly a quarter of organizations will have more than 100 sites
with dedicated edge infrastructure. Maintaining a resilient cybersecurity
posture with this edge infrastructure buildout creates challenges across
both physical and digital systems.

Figure 2: Edge deployment challenges
B Rank1 mRank2 © Rank3

Data, network and device security,

physical/digital security, etc. 20% 14% 13%

Travel costs (dispatch, service) 13% 13% 14%

Lack of IT skills 12% 13% 14%

Managing a distributed
architecture with existing teams

13% 14% 10%

Maintain physical security

(o) 0, )
(unsecured server racks) 13% 1% 12%

Limited compute infrastructures and resources 9% 12% 15%

Limited budget for additional investments 10% 12% 1%

Q. Across your edge computing deployments, what would you consider are your biggest challenges?
Base: All respondents (n=302).
Source: S&P Global Market Intelligence and Red Hat edge security report.
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Nearly half of decision-makers (47%) say

that data, network and device physical

and digital security is among their biggest
challenges in edge deployments. As with
broader IT, cybersecurity has become the top
enterprise challenge in edge deployments as
digitalization continues to open the attack
surface. Enterprises are wrestling with a need
to expand their infrastructure footprint and
effectively secure not only the infrastructure
itself, but also the larger number of loT
endpoints that are connected to it. This is

an area where many believe the adoption

of new operational patterns, such as cloud
native and DevOps, can improve their security
posture alongside their operational efficiency.

Observations

While the edge can present innovative use cases
driving long-term growth, underinvestment in
security can quickly undermine the benefits of
any edge initiative. Those who view the edge

as an opportunity to update and upgrade their
cybersecurity systems will lessen the growing
risks this expanding infrastructure creates.
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Risks both to and from edge
systems are on the rise

Cyberattacks from both inside and outside the organization pose the
greatest risk of security incidents with edge systems. Whether for
personal, financial or geopolitical reasons, malicious insiders stealing
sensitive data and intellectual property is a growing threat. However,
nearly a quarter of organizations keep their edge computing equipment in
an unsecured IT rack/enclosure, according to 451 Research’s Voice of the
Enterprise: Edge Infrastructure & Services, Use Cases 2022.

Criminal organizations and attackers funded by nation-states see the
industrial base, critical infrastructure and companies of all forms as
highly valuable targets. Being composed of hundreds of remote servers
and thousands of loT devices, the edge presents an attractive target
for cybercriminals to expand their armies of bots for activities such as
denial-of-service attacks and crypto mining. The data itself is a valuable
target, as is the ability to hold an operational control environment

for ransom, potentially costing millions for recovery and impact on
operational downtime.

Figure 3: Edge system security incident risks

Greatest risk of security incident
with/from edge systems Feedback from edge practitioners
(Respondents who cited critical/high edge security risk)

Cyberattacks (attackers): “Cyberattacks by outsiders and
insiders are very difficult to predict and deal with... For the
—Qoutside hackers, all we can do is hope they don't get smarter

2. Cyberattacks (outside attackers) (69%) o than any available tgchnology. Actuatly, the “best" hacker§
are ahead of the existing techniques of securing systems.’

1. Cyberattacks (malicious insiders) (70%) ©—

ClO, energy/oil and gas, 1-5,000 employees

3. Vulnerabilities (68%) ©

Vulnerabilities: “Known/unknown vulnerabilities represent

4, Misconfigurations (62%) a critical risk due to our current inability to quickly mitigate
exploitation.”
5. Delays in patching/updating (56%) — Global head of cloud infrastructure,
pharma/biotech, 50-100,000 employees
6. End of life/unsupported hardware (52%) Delays in patching/updating: “Delays in patching can make

systems susceptible to a variety of compromises from
ransomware to viruses, and even instability/incompatibility
with certain applications.”

7. Supply chain/third-party security (46%)
>

) o Infrastructure services manager,
8. Nation-state actors (45%) manufacturing, 1-5,000 employees

Q. How would you rate the following items that increase your risk of a security incident with/from your
edge systems? (critical/high edge security risk).

Q. What are your greatest edge threats?

Base: All respondents (n=302).

Source: S&P Global Market Intelligence and Red Hat edge security report.
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Many legacy edge systems are approaching their end of life and/or may not have the compute
resources or cost efficiencies to support frequent software updates and patches. These
older edge systems with outdated operating systems or vulnerable applications are a possible
attack path for cybercriminals. Even short gaps in updates can expose vulnerabilities and
misconfigurations because edge systems often have minimal access to central IT governance
and policies.

Incorporating security earlier into the application development pipeline, or “shifting security
left,” is a possible solution but also brings challenges. These include a lack of security gates at
the development stage, meaning that security issues aren’t caught until an application is close
to deployment, when it’s too late or too costly to fix (cited by 63% of respondents as a top-three
challenge). Respondents are also concerned that developers are not equipped with security
tools, and traditional tooling fails to protect cloud-native apps at the edge (61%).

Finally, cybercriminals are increasingly looking at weak links in both the digital and physical
supply chains. The software supply chain is coming under increasing pressure as attackers shift
their focus to indirect pathways into targets’ operations. A compromised software supplier

or software library is much more difficult for a target company to detect. Hardware supply
chains are also coming under attack, although doing so is more complicated to achieve. In

edge computing, where software and hardware are more tightly coupled than in other areas of
computing, attacks are more complex, and protections must be much more robust to effectively
counter them.

Imprudent trade-offs, in which organizations have mistakenly prioritized connectivity, digital
experiences or ease of use over security, have led to well-publicized incidents. Cybercriminals
have compromised poorly secured devices and their supporting environments to wreak havoc,
resulting in lawsuits, fines and regulatory action.

Observations

Cyberattacks present a growing risk to enterprises, and the expansion of edge infrastructure presents
a greater attack surface. Enterprises need to assess their current cybersecurity posture for risks from
vulnerabilities and misconfigurations; safeguard edge systems from being compromised by a range

of internal and external threat actors; and invest in tools and technologies to maintain and enforce
centralized governance and policies.
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Scaled out edge
Infrastructure brings larger
security concerns

Edge infrastructure is becoming an area of substantial investment and
is starting to rival spending in other infrastructure venues, such as
public cloud. A major driver of this edge infrastructure is the growth

of loT devices and the need to manage the significant data volumes
they generate and critical applications they enable. There are some
notable floors and ceilings that enterprises should prepare for as they
provision edge servers to support the scaling of loT device counts.
While scale is important, rapid expansion brings significant security

concerns. The greater number of devices, supporting edge servers and

their interconnections presents a larger attack surface for attackers.

Securing them effectively not only becomes a more critical concern, but
also a complex problem. The ability to build on common platforms with

consistent security characteristics and capabilities can help organizat
manage security at scale by reducing operational complexity. Having
a common foundation gives device and server teams a shared set of
capabilities without having to translate security policies and controls
across these two domains.

Figure 4: Expanding edge infrastructure increases attack
surface
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Q. How many remote or edge servers would you estimate your organization has deployed today?
Q. How many loT devices would you estimate your organization has deployed today?

Base: All respondents (n=302).

Source: S&P Global Market Intelligence and Red Hat edge security report.
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Our analysis above shows how expansive these edge deployments are becoming; however,
enterprises are still at varying points of maturity. We've found that the vast majority of
deployments with fewer than 100 loT devices have fewer than 10 edge servers, whereas
deployments with more than 10,000 loT devices have at least 500 edge servers.

There are potentially millions of dollars in IT capital expenditures that are exposed to cyber
risks, depending on where the organization lies on this spectrum. These are risks that can widen
and create costly operational security gaps as organizations scale. For example, the difference
between managing 250 loT devices with 50 edge servers (deployment A) versus five edge servers
(deployment B) would create loT-device-to-edge-server ratio of 5:1 (A) versus 50:1(B). If the
company were to add another 1,000 devices and maintain the ratio, deployment A would have to
add 200 edge servers, whereas deployment B would only have to add 20 to support this scaling.

Security management practices that could support a small number of servers and devices

with configuration, vulnerability and patch management on an individual basis will be quickly
overwhelmed at larger scale. To operate at scale, security teams require operating environments
that deliver a common set of security characteristics across devices and servers that give

them the ability to build common security policies and practices. It simplifies the automation of
security operations, as well as reduces the chance for errors caused by misconfiguration.

The variations in the device-to-server ratio highlight the potential for additional challenges:
Enterprises that over-provision edge servers may be missing opportunities to achieve
efficiencies that larger scale could provide and find themselves contracting deployments over
the long term to contain management costs. Under-provisioning edge server resources could
create bottlenecks in loT device control capacity and data throughput at these sites, potentially
creating security vulnerabilities if patching operations cannot be completed in a timely fashion.

Observations

The ratio of edge servers to loT devices isn't an exact science because not every edge use case will be
loT-centric, but there are very few in which loT won’t play an increasingly prominent role. Enterprises
need to invest in strategic planning and establish operational and technological best practices to
operate efficiently, effectively and securely at scale. Understanding the impacts of physical (i.e., IT
truck rolls) and digital (remote service) operational challenges reinforces the importance of leveraging
technologies from a trusted edge technology ecosystem, which can alleviate scaling costs, drive edge
efficiencies and enforce operational resiliency.
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Enterprises value a

comprehensive set of edge

security capabilities

The emerging edge security stack boasts both new and existing security
technologies purpose-built for this decentralized infrastructure. Six
pivotal edge security areas for IT teams to consider are supply chain, data,
network, threat detection, endpoint and device. When our survey asked
for respondents’ priorities, there was minimal statistical significance
across these six categories. This supports the notion that decision-
makers believe they all play a critical role and are required to secure a

complex and growing edge infrastructure.

Figure 5: The edge security stack
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Source: S&P Global Market Intelligence and Red Hat edge security report.
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To reiterate, the ever-growing and increasingly connected digital and physical supply chain presents
a sizable risk to edge sites, such as those in close proximity to suppliers upstream or to customers
downstream. Systems that maintain governance and access control are key to ensuring the integrity
of digital and physical touchpoints across edge systems. The ability to provide device and data
attestation across the supply chain can reduce the risk of tampering and mitigate configuration
errors. Tools are emerging that better identify and manage vulnerabilities across networks and
assets, which increasingly include parts from external software suppliers and open-source projects.
The software bill of materials (SBOM) is an emerging concept being driven by federal mandates for
companies to start understanding the linkage of vendor components that make up software they
use and the associated risks from using it. SBOMs can help enterprises comprehend the full set

of software components that are used in their environments and prioritize remediation when new
vulnerabilities are identified.

Data is a key asset that the edge unlocks, butitis also a lucrative target for cybercriminals and
malicious insiders. Protecting data’s integrity from the source through the network as it hits multiple
venues for computation is paramount, but it is also a challenge because data is constantly in motion
to and from loT devices and other edge systems. Encryption is the top technique for ensuring the
data is protected from interception or alteration by malicious actors when itis at rest, in use and in
transit between its creation at the edge and its use and storage. Data-loss-prevention tools provide
another layer to mitigate risks to this sensitive data at the edge from unauthorized or accidental
disclosures. This is a critical issue in compliance-sensitive industries (e.g., healthcare) where
safeguarding data is strictly enforced by regulatory bodies, and in these instances, it is a common
requirement that data stay at the edge or locally to comply with data sovereignty mandates.

Networks are increasingly complex and diverse, blending older and newer architectures (e.g., SD-
WAN) to transmit data to and from resource-constrained edge devices. Network validation ensures
edge devices are compliant with the network’s standards and can help IT identify problematic
devices or suspicious activities. Network access control can provide a necessary layer to limit
external and internal access to other services via the network. Network segmentation isolates
networks within a cluster environment to keep attacks from spreading laterally and compromising
adjacent systems. The more quickly and accurately IT can detect network threats, the better
equipped the team will be to mitigate any associated risks and prevent new ones.
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Setting up physical edge devices and servers
in geographically dispersed areas requires a
security-first mindset. Onboarding devices
securely can be a challenge, but the FIDO
Alliance Device Onboard specifications

can expedite and ease the setup process.
Managing and authenticating the
identification of edge devices and servers

is also critical to ensure only authorized
systems are granted access to the network.
Remote management of edge servers and loT
devices is key to lowering operational costs
to service these systems in the field, as well
as ensure they are updated with the latest
firmware, security credentials and other
policies from IT. With the expansive and global
mix of edge deployments, IT should operate
under the mindset that these physical
systems are at risk of being compromised and
take stringent measures such as “always on”
encryption and encrypting data in memory
and in storage.

Observations

There isn’t a silver-bullet technology for

edge security from a single vendor that can
cover this expanding and complex stack.
Enterprises that are leveraging existing edge
infrastructure or opting for a refresh will
need to intensively evaluate vendors in each
of these categories and prioritize those with
demonstrated success, innovative features,
proper certifications, partnership ecosystems,
and training and support programs. The edge
requires a multi-layered and comprehensive
edge security architecture. Forward-thinking
enterprises can leverage it as an opportunity
to update and upgrade systems and improve
operational resiliency.
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Conclusion

Edge capabilities are being put into real-world use by organizations on a
massive scale, presenting an opportunity that they can'tignore. But this
impetus comes with challenges, particularly in security, and that's an area
where organizations see the ability to use new, more efficient technologies,
such as cloud native, to gain a competitive advantage. Partnering with
leading providers to help manage this rapidly expanding and critical edge
environment is paramount to maintaining security across it.

Figure 6: Edge ecosystem
Internal
Business OT IT

External
Supply chain  Cloud

Software Sl/consultants

Cybersecurity IT support

Source: S&P Global Market Intelligence and Red Hat edge security report.
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Simply put, it takes an edge ecosystem

to scale edge deployments and ensure a
resilient security posture that can support

it. As with an iceberg, enterprises can

see what’s “above the water line” in terms

of orchestrating internal stakeholders

and necessary investments in their edge
strategies. However, many overlook what’s
“below the water line™: initial and ongoing
investments in external partners and
technologies that support scaling. Aligning
with sound edge security principles,
embedding repeatable processes and
investing in best-in-class security capabilities
from cutting-edge and trusted providers are
necessary initial investments that will drive
even greater long-term impact when at scale.

Methodology

The findings presented in this report

draw on a US survey fielded in Q4 2022.

The survey targeted 302 edge decision-
makers/influencers in companies with

more than 1,000 employees and greater

than $500 million in annual revenue. The
study prioritized the following industries:
automotive, communications, energy/

oiland gas, finance, government,

healthcare, insurance, IT and services,
manufacturing/industrial products, retail,
telecommunications, transportation/logistics
and utilities. This report also draws on
contextual knowledge of additional research
conducted by S&P Global Market Intelligence.
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